Delta Dental of Missouri
Advantica Insurance Company

Notice of Privacy Practices

This notice describes how medical information about you may be used and disclosed and how you can get

access to this information. Please review it carefully.

This Notice pertains to privacy practices for Delta Dental of Missouri and Advantica Insurance Company
insured benefit plans. If your plan is self-funded by your employer, you can request a copy of the plan’s

notice of privacy practices from your employer.

You have a Right to:
Get a copy of health and claims records

e You may request a copy of your health and claims
records we have about you.

e We will provide a copy or a summary of your health or
claims records to you and we may charge a
reasonable, cost-based fee.

Ask us to correct health and claims records

e You may request a correction to your health and claims
records if you think they are incorrect or incomplete.

¢ We may say “no” to your request, but we’ll tell you why
in writing.
Request confidential communications

e You may request that we contact you in a specific way
(for example, home or office phone) or to send mail to
a different address.

e We will consider all reasonable requests and must say
“yes” if you tell us you would be in danger if we do not.

Ask us to limit what we use or share

e You may request that we limit the use of or share
certain health information for treatment, payment, or
our operations.

e We are not required to agree to your request and may
say “no” if it would affect your care.

Get a copy of this privacy notice

e You may request a paper copy of this notice at any
time, even if you have agreed to receive the notice
electronically. We will provide you a paper copy.

Choose someone to act for you

e |f you have given someone medical power of attorney
or if someone is your legal guardian, that person can
exercise your rights and make choices about your
health information.

e We will verify that the person has the authority to act
for you before we take any action.

Get a list of those with whom we’ve shared information

e You may request a list (accounting) of who we’ve
shared your health information with and why for up to
six years prior to the date you ask.

e We will include all the disclosures except for those
about treatment, payment, and health care operations,
and certain other disclosures (such as any you asked us
to make). We'll provide one free accounting a year but
will charge a reasonable, cost-based fee if you ask for
another one within 12 months.

File a complaint if you feel your rights are violated

e You can file a complaint if you feel we have violated
your privacy rights by contacting:
Privacy Officer
12399 Gravois Road
St. Louis, MO 63127 866-392-1167
privacyofficer@deltadentalmo.com
e You can file a complaint with the Secretary of the U.S.
Department of Health and Human Services Office for
Civil Rights by sending a letter to 200 Independence
Avenue, S.W., Washington, D.C. 20201, calling 1-877-
696-6775, or visiting
www.hhs.gov/ocr/privacy/hipaa/complaints.
¢ We will not retaliate against you for filing a complaint.

Sharing your Health Information

¢ We may discuss health information with your spouse
or parent of a dependent child if such individual
contacts us for assistance with eligibility, coverage, or
payment issues; however, you have the right to
request that we do not discuss your health
information with these individuals for this purpose.

e  We will not sell your information or share it for
marketing purposes unless you give us written
permission, or if the marketing purposes are allowed
by law. Example: We may inform you about health-
related products or services.

Our Uses and Disclosures
We typically use or share your health information to:

Help manage the health care treatment you receive

We can use your health information and share it with
professionals who are treating you. Example. We may
tell your provider information about your prior
treatments so he or she can provide appropriate
services for you.

Run our organization

e We can use and disclose your information to run our
organization and contact you when necessary.
Example: We use health information about you for
underwriting, premium rating, quality control and
improvement activities.

e We are not allowed to use genetic information to
decide whether we will give you coverage and the
price of that coverage.

Pay for your health services
e We can use and disclose your health information as we
pay for your health services. Example: We may share

information about you with another plan that covers
you to coordinate payment for your treatment.



Administer your plan

e We may disclose your health information to your health
plan sponsor for plan administration. Example: Your
company contracts with us to provide a health plan and
we provide your company with certain statistics to
explain the premiums we charge.

Other ways we can use or share your health information

We are allowed or required to share your information in
other ways - usually in ways that contribute to the public
good, such as public health and research. Before we share
your information, we must comply with the law. For more
information see:
www.hhs.gov/ocr/privacy/HIPAA/understanding/
consumers/noticepp.html.

Help with public health and safety issues

We can share health information about you for certain
situations such as:

e Preventing disease

e Helping with product recalls

e Reporting suspected abuse, neglect, or domestic
violence

e Preventing or reducing a serious threat to anyone’s
health or safety

Comply with the law

e We will share information about you if state or federal
laws require it, including with the Department of Health
and Human Services.

Address workers’ compensation, law enforcement, and
other government requests

We can use or share health information about you:

e For workers’ compensation claims

e For law enforcement purposes

e With health oversight agencies for activities authorized
by law

e For special government functions such as military,
national security, and presidential protective services

Respond to lawsuits and legal actions

e We can share your health information in response to a
court or administrative order or in response to a
subpoena.

Business Associates

¢ We may share your health information with certain
individuals and companies that we contract with to
perform functions for us. We require these individuals
and companies to protect your information and keep it
confidential. Example: We may share information with
a printing company to print your explanation of
benefits.

Stop-Loss Insurance

e |f you are covered under a group plan, we may share
your health information with your employer’s stop-loss
carrier to pay claims or rate premiums.

Your Employer

e We will not share information with your employer for
purposes of obtaining family medical leave coverage or
for job related activities, such as promotion or firing,
without your written permission.

Delta Dental of Missouri
Advantica Insurance Company

State Law

e When your state’s laws have stricter requirements for
privacy or security of your health information than
federal law, we will follow state law. Example: Missouri
law requires that we get your written permission before
we share particularly sensitive information such as
HIV/AIDS status.

Our Responsibilities

e We are required by law to maintain the privacy and
security of your protected health information.

e We will promptly let you know if a breach occurs that
may have compromised the privacy or security of your
information.

e We will not use or share your information other than as
described in this notice without first obtaining your
written authorization. You may revoke your
authorization in writing any time; however, your
revocation will not be effective for actions already
taken in reliance of the authorization.

e We are required to follow the terms of this notice as
currently in effect and provide you with a copy of it.

For more information see: www.hhs.gov/ocr/index.html.
Changes to the Terms of this Notice

If our privacy practices change, we reserve the right to
change the terms of this notice and the changes will apply
to the health information that we maintain. If this notice is
revised, we will post the revised notice on our website. If
there is a material change, we will send a copy to the
current address we have on file.

Download this Notice - This notice is available online at
https://www.deltadentalmo.com/PrivacyHipaa.

Effective Date - This notice is effective on November 1,
2021.

Delta Dental of Missouri is doing business in South
Carolina as Delta Dental of South Carolina

PN-DVMO-122021
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WHAT DOES DELTA DENTAL DO WITH YOUR
PERSONAL INFORMATION?

Financial Companies choose how they share your personal information. Federal law gives consumers
the right to limit some but not all sharing. Federal law also requires us to tell you how we collect,
share, and protect your personal information. Please read this notice carefully to understand what we
do.

The types of personal information we collect and share depend on the product or service you have
with us. This information can include:

e Social Security Number and transaction history

e Insurance claim history and medical information

e Employment information and demographic information such as address, date of birth, or
dependent information

When you are no longer our customer, we continue to share your information as described in this
notice.

All financial companies need to share customers’ personal information to run their everyday business.
In the section below, we list the reasons financial companies can share their customers’ personal
information; the reasons Delta Dental chooses to share; and whether you can limit this sharing.

For everyday business purposes --

such as to process your transactions, maintain your
Yes No

account(s), or respond to court orders and legal
investigations
For our marketing purposes --

. Yes No
To offer our products and services to you
For joint marketing with other financial companies No We don’t share
For our affiliates’ everyday business purposes —
. : ; . Yes No
information about your transactions and experiences
For our affiliates’ everyday business purposes — No We don’t share

information about your creditworthiness

For nonaffiliates to market to you

No

We don’t share

e Call: 1-800-392-1167

If you have questions regarding this notice contact the Privacy Officer at:

e E-mail: privacyofficer@deltadentalmo.com

MO 63127

e Mail — Attn: Privacy Officer, Delta Dental of Missouri, 12399 Gravois Road, St. Louis,

Page | 1
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Who is providing this notice?

Delta Dental of Missouri and its wholly owned subsidiary Advantica
Insurance Company

How does Delta Dental protect my
personal information?

To protect your personal information from unauthorized access and use,
we use security measures that comply with federal law. These
measures include computer safeguards and secured files and buildings.

How do Delta Dental collect my personal
information?

We collect your personal information, for example, when you

e Apply for insurance or Pay insurance premiums

e File an insurance claim or Use your credit or debit card

e Give us your contact information
We also collect your personal information from others such as affiliates
and other companies such as your health care provider or employer (if
you are covered through an employer sponsored plan).

Why can’t | limit all sharing?

Federal law gives you the right to limit

e sharing for affiliates’ everyday business purposes

o affiliates from using your information to market to you

e sharing for nonaffiliates to market to you
State laws and individual companies may give you additional rights to
limit sharing.

Affiliates

Companies related by common ownership or control. They can be
financial or non-financial companies.

e Quir affiliates include Delta Dental of Missouri, which does business
in South Carolina as Delta Dental of South Carolina; and Advantica
Insurance Company which is a wholly owned subsidiary of Delta
Dental of Missouri

Nonaffiliates

Companies not related by common ownership or control. They can be
financial or non-financial companies. Delta Dental does not share with
nonaffiliates so they can market to you.

Joint Marketing

A formal agreement between non-affiliated financial companies that
together market financial products or services to you. Delta Dental does
not engage in joint marketing.

Page | 2
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